

Memorandum of Understanding for [UNIT] IT Support

This document describes the service delivery arrangements by the CIO’s area for IT services provided to [UNIT].  This document is a companion to the “IT Organizational Framework,” which provides an overview of the IT organizational structure and IT unit roles and responsibilities.  This document provides additional detail relevant to [UNIT] IT services. 

In the interest of clarity, the following terms and definitions are used within the document:

· Unit – an organizational entity (i.e. division, department, or sub-department)

· Divisional IT Manager – the person responsible for coordinating support responsibilities within one of the four Divisional IT units.

1 Services

1.1 The IT Portfolio
A definition of what IT services the CIO is responsible for.
The following services and service areas are included as part of this portfolio:

· IT strategic planning and the management of the IT staff and organization

· Local and enterprise application development and support

· Desktop and end user device installation, specification, and software maintenance

· Instructional and related technology systems within classrooms, labs, conference rooms, or other spaces

· General consulting and support on technology issues

· Specialized application development, consulting, support or system administration for research activities

· Specialized application development, consulting, support or system administration for clinical activities

· Support for learning management systems, digital repositories, and online course support

· Recording and preparation of digital audio and video content for teaching and research purposes

· Infrastructure support, including networks, server administration, and telephony

1.2 Key Local Services

Within this Portfolio of IT services, the [UNIT] IT staff currently provide many services which are detailed in the document “IT Services Inventory for [UNIT].”  [DIVISION] Divisional IT will assume these responsibilities initially.  Some of these services overlap or augment existing University-wide services.  To achieve cost savings and improve service delivery, over time support for these services will be consolidated within the IT organization.  For example, server support will migrate to the Infrastructure and Operations IT unit, and classroom support will be provided in common for all divisional areas within the Client Services IT unit.

The following sections describe key characteristics of the services that will be provided, with particular attention to activities unique to the [UNIT] IT clients.

Help/Support Desk.  Direct support for staff within [UNIT] will be provided by the [DIVISION] Divisional IT unit during [UNIT] business hours (M-F 7am-5pm) to the following departments within [UNIT]: 
· [DEPARTMENTS]
In addition, the following departments and executive staff will receive 24x7x365 support:

· [DEPARTMENTS]
· [Staff 1]

· [Staff 2]

Additional information about both the business hours and 24x7 service levels are described in Section 2.   These service levels influence the support received in related support areas, such as Client Technologies and Application Development and Support.
Client Technologies includes support for desktop computers and end user devices.  Support should be requested by following the existing [UNIT] IT support procedure until notified of an alternative process, both for normal business hours support and for extended 24x7 support.
The following table summarizes the current distribution of desktops, laptops, and other devices across [UNIT] departments and activities:

	Department Name
	Workstations
	Laptops
	Other Devices
	Customers
	Service Priority
	Hours of Operation

	
	
	
	
	
	Standard
	8:30-5:00


Service Priority:  Service level required for the department.

· Standard:  Normal business hours of the department.  Four – eight hour initial call back.
· Standard*: During critical times throughout the year, immediate response is required.
· Priority 2:  There are critical services or functions in the department that requires a maximum four hour call back window.
· Priority 1:  Critical service area, requires immediate response.
The [DIVISION] Divisional IT unit will maintain these systems, keep them updated related to security and other patches, manage accounts and authorized access, and install, configure and remove software applications.

These systems are located in multiple locations.  In addition to these fixed workstations, many staff have laptops and hand held devices which are supported.  Staff that have University owned equipment for off campus use will return the equipment to the campus for service or repair. The Divisional IT Manager may approve Alternate arrangements to accommodate special circumstances.
There is a substantial equipment loan service that is available for presentations and visits, which can be configured based on the needs of the requesting unit. 
Annually, the [DIVISION] Divisional IT unit will provide a report of the devices that should be replaced as well as a recommendation on replacement devices and cost estimates in advance of the unit budget cycle.  The departments will be responsible for the purchase of these replacement systems per Section 4.4.
Application Development and Support.  
Several database and web applications are maintained and enhanced by local IT staff:

	Department
	Specialized Vendor Applications
	UB Developed Applications

	
	
	


Significant changes to existing UB-Developed applications or the development of new applications will be evaluated based on the prioritization and governance guidance described in section 3. 

1.3 Service Exclusions

One of the objectives of the IT reorganization process is to better understand IT costs and to develop more efficient IT processes.  To achieve this, IT staff will not be responsible for activities that fall outside of the IT Portfolio listed in Section 1.1.  The [UNIT] IT staff conform to this model currently, and no activities will need be transitioned to other [UNIT] staff.
2 Reporting and Metrics

During and after the IT transition, the objective is to preserve or improve service quality, while at the same time reduce the costs of delivering IT.  
Based on best practices and the needs articulated by the university leadership, the following key performance indicators have been identified for IT service delivery.  For each, we describe the amount of baseline data available within the local IT organization currently:

Composition of work:

· Ticket/request volume: [qty/year]
Customer satisfaction:

· Average time to resolve a ticket – The time between the first contact with IT and when the reported problem is resolved.  Time outside of the service level support hours is not counted (e.g., a problem reported at 4pm on Friday and resolved on Monday at 9am would have a time to resolve of 5 hours in the business hours (7am-7pm, M-F) service level).
· Average time to first response – The time between the first contact with IT and when IT staff respond to the request.  Time outside of the service level support hours is not counted.
· First contact resolution rate - How frequently the request can be resolved in the first IT response in relation to the total request volume.  
· Customer survey results – Collect and report on customer experiences, based on current CIT helpdesk process: http://ubit.buffalo.edu/scoreboard/helpdesk/servicefeedback.php
· Ticket escalations – How frequently requests need to be transferred to other IT service areas for resolution.
These key performance indicators (KPIs) are measured for all activities.  For each of the customer satisfaction KPIs, the following service quality goals are defined for [UNIT], based on the existing practices and investments:

[Summarize existing service goals based on KPIs listed above]

24x7x365 Service Level:

	Priority
	Time to Resolution
	Time to First Response
	First Contact Resolution Rate
	Support Hours

	Normal
	
	
	
	24 x 7 x 365

	Urgent – time sensitive
	
	
	
	24 x 7 x 365

	Within Critical Business Period
	
	
	
	24 x 7 x 365

	Campus Emergency
	
	
	
	24 x 7 x 365


[Unit] Normal Business Service Level:

	Priority
	Time to Resolution
	Time to First Response
	First Contact Resolution Rate
	Support Hours

	Normal
	
	Based on department service priority
	
	7am-7pm M-F

	Urgent – time sensitive
	
	Based on department service priority
	
	7am-7pm M-F

	Within Critical Business Period
	
	Immediate
	
	7am-7pm M-F

	Campus Emergency
	
	Immediate
	
	24 x 7 x 365


On a quarterly basis during the support transition, and biannually thereafter, a report summarizing the goals and the actual KPIs will be available for review.  Initially, this will be done where possible using the existing tools and processes of the local IT organization.  Complete reporting will be available when the local IT organization is migrated to the Shared Service Desk tools.
3 Prioritization of IT Needs

3.1 Strategic Priorities

The priorities of the IT organization need to align with the strategic needs of the institution and department.  To achieve this, there will be several parallel governance processes that will help to articulate and reinforce these goals within the IT organization at multiple layers:

· The CIO will meet regularly one on one with the [Vice President|Dean] to discuss issues related to IT services delivery and review reporting metrics.

· The Enterprise Technology Advisory Group (ETAG), a committee composed of a cross section of deans and VPs along with the CIO, Provost and the Executive Vice President, is charged to provide advice and policy guidance on the full range of information technology directions, strategies, policies, plans, priorities, and needs vital to sustaining UB's mission. ETAG provides advice on UB's information technology strategies and policies at all levels and across the entire University.  ETAG also considers and prioritizes IT recommendations and projects.

· The Enterprise Systems Advisory Committee (ESAC) acts in an advisory role to ensure that IT-based enterprise-level software implementation and development projects align with the direction set by the University’s senior leadership.  ESAC reviews all medium-to-large projects and recommends priorities for the resourcing of the projects based on the projects alignment with campus goals and priorities.

· Regular meetings between the Divisional IT Manager and the business unit staff to provide consulting and guidance.  Typically, discussions about business unit needs will begin here, and IT staff would form a recommendation on the best technology solution and costs to implement.  To ensure that IT needs are clearly identified and prioritized by the business unit, an individual within the business unit should be designated to coordinate strategic goals with the IT organization.  This individual would not be involved in the day to day delivery of IT services.

Small projects or adjustments to existing services will be managed within Divisional IT as part of routine operational support.  IT projects that are estimated to have a significant resource commitment will be prioritized both at the business unit and the university level (ETAG/ESAC) to help align IT resources to institutional goals.  The Divisional IT Support Manager will assess requests that go beyond routine support and determine if they need to be referred to the CIO and IT senior leadership based on the following principles:

1. Does the work require skills or resources beyond the Divisional IT unit?

2. Will taking on this work negatively impact the service levels of the Divisional IT unit, either in the project or in maintaining the developed product?

3. Does doing the work run counter to the core competency principles?

If the answer to all of these questions is no, the Divisional IT manager can proceed to implement the activity with the resources at their disposal, leveraging services provided by the Common Services and Enterprise areas whenever possible.
For this Division-level process to be effective, it is essential for appropriate skill set to be retained at the Divisional level, and that these resources are focused on the priorities identified by the customers of the Divisional IT unit. 
The campus prioritization of project requests will be based on data collected on the following criterion:

· Does the project align with one or more institutional strategic goals?

· Is the project required to sustain operations, reduce risk or cost, or for compliance with regulation?

· How urgent is the project?

· Will the completed project increase or reduce the staff or systems needed for support?

· How broad is the customer impact?

· Is the current system near end of life?

· What is the implementation cost?

· Is the expected return on investment positive, negative, or neutral?

For additional information regarding the IT governance processes, see http://cio.buffalo.edu/itcommittees.shtml.

3.2 Operational Priorities

When IT staff have multiple, competing support activities, priorities help ensure that the needs of the institution are being addressed in the most efficient manner possible.  When making these priority choices, the following factors will be considered:

· Is it a report of a service outage, or a request for something new?

· How many people are impacted (e.g., one staff computer not working vs. a classroom projector down)?

· Is a workaround available?

· Is there a deadline (e.g. a scheduled class, an event, a grant deadline)?

· Who is asking?
4 Business Unit Commitments

4.1 Staff Transferred

The following staff will be transferred to the CIO’s organization:

· [IT staff]
4.2 Staff Retained
No staff identified as providing IT services in the May 2009 IT data collection will be retained by [UNIT].
[Or list IT staff]
4.3 Physical Space

The following office, data center, and storage space currently occupied by IT staff and service delivery functions will be transferred to the CIO:

[building room1], [building room2]

In addition, IT staff will continue to be permitted appropriate access to [Unit] spaces to perform their IT duties.
4.4 Financial Investments

IT-related costs can be broken down into two major categories: the expenses related to the use of IT by VPSA in pursuit of the unit’s mission, and the expenses related to the support and maintenance of the IT function itself.
4.4.1 IT Costs Retained by Unit
Budgeting for the expenses related to the use of IT will continue to be the responsibility of the unit and will not be transferred to the CIO.  For example, this includes the regular refresh of computer equipment in non-IT staff and faculty offices, software upgrades and license maintenance, projection devices for unit-managed spaces, and student assistant funding.  Academic Support Divisional IT staff will assist the VPSA in developing annual budgets for these IT-related expenses as appropriate.  While some economies of scale are anticipated, there is a baseline cost to provide acceptable IT support.  Failing to make the necessary investments will have negative consequences, impacting the ability for IT staff to provide support.  In extreme cases, equipment and software that is not upgraded/maintained will no longer supported.  In advance of the unit budgeting process, IT staff will provide guidance and help analyze the impact of changes to service levels.  

Historically, the annual cost for this component of the IT budget has been $X.

4.4.2 IT Costs Transferred to CIO Organization
OTPS currently budgeted or historically allocated to the direct support of IT staff (staff software, hardware, materials) will be permanently transferred to the CIO.  These costs will not be the responsibility of the business unit moving forward.
Historically, the annual cost for this component of the IT budget has been $Y.
4.5 Governance

As described in section 3, a committee of representatives from the [Unit] and Divisional IT staff will be formed to develop and maintain an IT prioritization and financial strategy.  The committee will be charged with:

· Workstation replacement/refresh schedules

·  IT student assistant investments

· OTPS expenditures

· Other governance issues as appropriate
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